QMAIL-LDAP VE CLUSTER
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Qmail kurulumlarinda gérdiiglimiiz gibi genellikle kullanict bilgileri cdb dosyasinda ya da
mysql veritabaninda tutulur. Qmail, vpopmail (cdb-mysql) yapisi1 genellikle fazlasiyla
isimizi gorecektir ancak bazi karmasik durumlarda yeterli degiller. Bu durumlarin baginda
cluster uygulamalar1 geliyor.

Qmail Ldap ve Cluster

Qmail mail sunucusunun kullanici bilgilerini Idap serverdan aldig1 yapidir. Qmail kurulumu
sirasinda ldap yamasi uygulanir ve kullanici bilgileri 1dap serverda tutulur. Qmail Idap ile
ilgili cluster senaryosu esliginde gerekli paketlerin kurulumu ve yapilandirilmasini
inceleyelim.



domain : deneme.com

Load Balancer / Round Robin DNS (192.168.2.2)
Ldap Server :ldap.deneme.com (192.168.2.6)

mail sunucu 1 : maill.deneme.com (192.168.2.3)
mail sunucu 2 : mail2.deneme.com (192.168.2.4)
mail sunucu 3 : mail3.deneme.com (192.168.2.5)

Yapimiz bu sekilde iken ilk olarak load balancer olarak hangi sistemin kurulacagina karar
vermemiz gerekir. Bunu iki tiirlii yapabiliriz. Birincisi Round Robin DNS load balancing
yontemi digeri ise herhangi bir Load Balancing Cluster yazilimi.Bu yazilim keepalived
olabilir, www .keepalived.org adresinden Failover ve Load Balancing cluster
uygulamalarini inceleyebilirsiniz. Kullanimi ve yapilandirmasi oldukga kolay ve zevkli bir
program.

Biz Round-robin DNS teknigi ile yiikk dengelemesi yapacagiz .

Ornek DNS Kaydai:

IN MX 10 maill.deneme.com.
IN MX 10 mail2.deneme.com.
IN MX 10 mail3.deneme.com.

maill IN A 192.168.2.3
mail2 IN A 192.168.2.4
mail3 IN A 192.168.2.5
ldap IN A 192.168.2.6

Dns kayitlarindan da anlagilacagi gibi 3 mail sunucumuz i¢in A kaydi agiyoruz ve bu li¢
kay1t i¢in de ayn1 oncelik degerine (10) sahip MX kayitlar1 yaziyoruz. deneme.com
domainine gelen bir posta dns sorgusundan sonra round robin teknigine gore 3 sunucudan
birine iletilecektir.

ahmet@deneme.com adresine génderilen bir e-posta yukarida belirttigimiz DNS
sorgusundan sonra arkada bulunan bir mail sunucuya iletilir(6rn: mail2.deneme.com).
Bu sunucu Ldap servera baglanarak ahmet@deneme.com igin bilgileri sorgular ve bu
adresin hangi mail sunucuda, hangi klasorde depolandigini 6grenir (Orn:

mail3.deneme.com /mailkuutusu/ahmet/).

mail2.deneme.com sunucusu ahmet@deneme.com kaydinin mail3.deneme.com
sunucusunda oldugunu LDAP sunucudan 6grenir ve bilgileri o sunucuya iletir.

mail3.deneme.com a gelen talep alinir, iglenir ve cevap kullaniciya geri gonderilir.



OPENLDAP KURULUMU VE YAPILANDIRILMASI

Ldap sunucu igin agik kaynak kodlu OpenLdap programini kullanacagiz isletim sistemi
olarak FreeBSD 7.2.

Openldap 2.4 Kurulumu

# cd /usr/ports/net/openldap24-server
# make install clean

/etc/rc.conf dosyasina slapd_enable="YES"
# /ust/local/etc/rc.d/slapd start

/usr/local/etc/openldap/slapd.conf

include /usr/local/etc/openldap/schema/corba.schema

include /usr/local/etc/openldap/schema/core.schema

include /usr/local/etc/openldap/schema/cosine.schema
include /usr/local/etc/openldap/schema/inetorgperson.schema
include /usr/local/etc/openldap/schema/nis.schema

include /usr/local/etc/openldap/schema/openldap.schema

# qmail ldap i¢in qmail schema eklenmelidir. gmail.schema gmailldap kurulu sistemde
/var/qmail/doc altinda bulunur.
include /usr/local/etc/openldap/schema/qmail.schema

pidfile /var/run/openldap/slapd.pid
argsfile /var/run/openldap/slapd.args
modulepath /ust/local/libexec/openldap

moduleload back bdb

#erisim duzeyini tanimlayalim
access to *

by self write

by users read

by anonymous auth

database bdb
suffix dc=deneme,dc=com
rootdn cn=yonetici,dc=deneme,dc=com

rootpw deneme

directory /var/db/openldap-data
index objectClass eq




deneme.com icin root Idap kaydi (/root/ilk.l1dif dosyasi )

dn: dc=deneme, dc=com
objectClass: top
objectClass: dcObject
objectClass: organization
dc: deneme

0: deneme

Ldap kaydim1 Openldap servera ekleyelim

# ldapadd -x -D "cn=yonetici,dc=deneme,dc=com" -w deneme -f
/root/ilk.1dif

Qmail kullanicilarinin tutulacag: users Organisational Unit'ini olusturalim

dn: ou=users,dc=deneme, dc=com
objectClass: organizationalUnit
objectClass: top

ou: users

# ldapadd -x -D "cn=yonetici,dc=deneme,dc=com" -w deneme -f
/root/users.ldif

qmail i¢in ilk kullanicimizi girelim (/root/qmailuser.ldif)

dn: cn=Postmaster, ou=users, dc=deneme, dc=com
cn: Postmaster

ou: users

sn: Postmaster

objectClass: top

objectClass: person

objectClass: inetOrgPerson
objectClass: gmailUser
mailQuotaSize: O

uid: postmaster

accountStatus: active

mail: postmasterl@deneme.com
mailHost: maill.deneme.com
mailMessageStore: /home/postmaster
userPassword: post

mailQuotaCount: 100000000

# ldapadd -x -D "cn=yonetici,dc=deneme,dc=com" -w deneme -f
/root/gmailuser.ldif




cn=Postmaster,ou=users,dc=deneme,dc=com : deneme.com i¢in gmail ldap semasi
kullanilarak users organisational unit igerisinde postmaster kullanicisi eklendi.

Ldap kayitlarinmi 1dif dosyas1 seklinde girmek zor bir is ve zaman kaybina neden oluyor.
Phpldapadmin ile bu isi kolaylikla yapabilirsiniz.

Phpldapadmin Kurulumu

ldap # cd /usr/ports/net/phpldapadmin
ldap # make install clean

QMAIL LDAP KURULUMU

maill# cd /usr/ports/mail/qmail-ldap/
mail1# make install clean

/etc/rc.conf dosyasina svscan enable="YES"
/usr/local/etc/rc.d/svscan.sh dosyasindaki /var/service /service olarak degistirelim.

# /usr/local/etc/rc.d/svscan.sh start

djbdns kurulumu (gmail-conf i¢in gerekli)

# mkdir /usr/local/prog

# cd /ust/local/prog
#fetch http://cr.vp.to/djbdns/dijbdns-1.05.tar.qgz

# tar -zxvf djbdns-1.05.tar.gz

# cd djbdns-1.05
# make setup check



http://cr.yp.to/djbdns/djbdns-1.05.tar.gz

gmail-conf kurulumu (gqmail yapilandirma scriptleri i¢in)

#
#
#

#
#

# cd /usr/local/prog

fetch http://www.din.or.jp/~ushijima/gmail-conf/gmail-conf-0.60.tar.gz
tar xvfz gmail-conf-0.60.tar.gz
cd gmail-conf-0.60

make -f Makefile.ini djbdns=../djbdns-1.05/
make setup check

/var/qmail/control/ dosyalar1 (maill.deneme.com)

/var/qmail/control/me
maill.deneme.com

/var/gmail/control/ldapserver
192.168.2.6

/var/gmail/control/ldapbasedn
ou=users,dc=deneme,dc=com

/var/gmail/control/ldappassword
deneme

/var/gmail/control/ldaplogin
cn=yonetici,dc=deneme,dc=com

>/var/gmail/control/ldapobjectclass
gmailUser

/var/gmail/control/ldaplocaldelivery

0

/var/gmail/control/ldapcluster

1

/var/qmail/control/ldapmailhost
maill.deneme.com
mail2.deneme.com
mail3.deneme.com

/var/gmail/control/defaultquotasize
10000000

/var/gmail/control/defaultquotacount
1000

/var/gmail/control/quotawarning
Kota sinirini astiniz.

/var/gmail/control/ldapdefaultdotmode
ldaponly

/var/gmail/control/ldapmessagestore (epostalarin saklanacadi klasor)
/mailkutusu/

/var/gmail/control/ldapuid (gmaild kullanicisin id degeri)

82

/var/gmail/control/ldapgid (gmail grubunun id degeri)

82




/var/gmail/control/ldaptimeout
30

/var/gmail/control/defaultdelivery
./Maildir/

/var/gqmail/control/locals
deneme.com
sirket.com

/var/gmail/control/rcpthosts
deneme.com
sirket.com

/var/gmail/control/defaultdomain
deneme.com

/var/qmail/control/rbllist
zen. spamhaus.org

/var/gmail/control/dirmaker
/var/qmail/bin/dirmaker.sh

Dirmaker
/var/qmail/bin/dirmaker.sh (otomatik /Maildir olusturmak icin)

#!/bin/sh

/bin/mkdir -m 700 -p $1/Maildir
/bin/mkdir -m 700 -p $1/Maildir/new
/bin/mkdir -m 700 -p $1/Maildir/cur
/bin/mkdir -m 700 -p $1/Maildir/tmp

# chmod +x /var/qmail/bin/dirmaker.sh

MailStore Dizini (epostalarin saklanacagi dizin ve yetkileri)

# mkdir /mailkutusu
# chown gmaild:qmail /mailkutusu




/var/qmail/rc

#!/bin/sh
exec env - PATH="/usr/local/bin:/var/gmail/bin:/bin"™ \
gmail-start ./Maildir/

#chmod 755 /var/gmail/rc

qmail-delivery

#/var/gmail/bin/gmail-delivery-conf gmaill /var/gmail/service/gmail

#1ln -s /var/gmail/service/qmail /service

qmail-smtpd

#/var/gmail/bin/gmail-smtpd-conf gmaild gmaill /var/gmail/service/smtpd

#1ln -s /var/gmail/service/smtpd /service/smtpd

Hafiza Limiti

#echo "80000000" > /var/gmail/service/smtpd/env/DATALIMIT

/service/smtpd/tcp (Relay izni verilen ip adresleri)

127.:allow, RELAYCLIENT=""
192.168.2.:allow, RELAYCLIENT=""
rallow

tcp dosyasini aktiflestirelim.

#cd /service/smtpd
#make

gelismis log seviyesi (3)

#echo "3"> /service/smtpd/env/LOGLEVEL




qmail pop3d

#/var/qmail/bin/gmail-pop3d-conf /var/gmail/bin/auth pop gmaill
/var/gmail/service/pop3d

#1n -s /var/gmail/service/pop3d /service

/var/qmail/service/pop3d/tcp(pop3 erisimi i¢in sinirlama koymadik. Default degeri :deny )

rallow

# cd /var/qmail/service/pop3d
# make

# echo "3"> /service/pop3d/env/POP3 LOGLEVEL

qmail-qmqpd (cluster iiyeleri arasinda iletisim igin)

# /var/gmail/bin/gmail-gmgpd-conf gmaild gmaill /var/qmail/service/amgpd

# 1n -s /var/gmail/service/gmgpd /service/qmgpd

/service/qmqpd/tep (cluster liyelerinin ip adresleri :deny satirini silmeyiniz aksi takdirde
mail sunucusu relay'a acik olabilir)

192.168.2.3:allow
192.168.2.4:allow
192.168.2.5:allow
:deny

# cd /service/qmqpd/
# make




[ [
Courier-imap
Sunucumuzu imap destekli kurmaya ihtiya¢ duyabiliriz.Bu ihtiyaclarin
basinda bazi webmail yazilimlarini kullanmak var. Freebsd port agacindan
courier-imap yazilimini kurdum ve fakat bazi sorunlarla karsilastim. Bu
nedenle asagidaki adimlari uygularsaniz bir sorun yasamazsiniz.

11k olarak courier-imap yazilimini indirelim

fetch http://200.4.48.8/pub/mail-tools/gmail/imap/courier—imap-
3.0.8.tar.bz2

root olmayan bir kullanici ile oturumu agalim

# su ahmet

$ ./configure --without-authdaemon
$ make

$ make check

derleme islemini yaptiktan sonra kurulum ic¢in root kullanici hakkina
ihtiyacimiz var.

$ su -
# gmake install
# gmake install-configure

Simdi can alic1 noktaya geldik.
Courier-imap authantication i¢in /var/qmail/bin/auth_imap kullanir.

/usr/lib/courier-imap/libexec/imapd.rc dosyasindaki LIBAUTHMODULE kismini
asagidaki gibi yapalim

LIBAUTHMODULES="/var/gmail/bin/auth imap"

Imap sunucumuzu baslatalim ve test edelim

#/usr/lib/courier-imap/libexec/imapd.rc start
# telnet 127.0.0.1 143

al login postmaster@deneme.com postit
login ok :)




Simscan , Spamassassin ve Clamayv

qmail ldap sunucuya spam ve virus korumasini simscan ile verebiliriz.
Bunun i¢in gmail-ldap Qmailqueue destegi ile derlenmelidir.

Kurulum

#cd /usr/ports/mail/p5-MailSpamassassin
#make install clean

#cd /usr/ports/security/clamav
#make install clean

#cd /usr/ports/mail/simscan
#make install clean

Simscan, make config sirasinda clamav, ripmime, spamd, user, domain, passthru
secenekleri ile kurulmustur.

simscan izinleri

#chgrp clamav /var/qmail/simscan
#chmod g+s /var/qmail/simscan

/var/qmail/control/simcontrol

:clam=yes, spam=yes, spam_passthru=yes

simcontrol aktivasyonu ig¢in

#/var/gmail /bin/simscanmk

Simscan Aktivasyonu

/service/smtpd/tcp:

127.:allow, RELAYCLIENT=""
:allow, QMAILQUEUE="/var/gqmail/bin/simscan"

# cd /service/smtpd
# make




Testler

qmail test

#svstat /service/qmail/
/service/qmail/: up (pid 7126) 699 seconds

#svstat /service/smtpd/
/service/smtpd/: up (pid 7127) 725 seconds

#svstat /service/pop3d/
/service/pop3d: up (pid 7128) 732 seconds

Ldap test

#/var/gmail/bin/gmail-ldaplookup -d 255 -m postmaster@deneme.com -p post

Komutunun ¢iktisi asagidakine benzer ise gmail, ldap sunucu ile sorunsuz
iletisim kuruyor demektir.

Searching ldap for: (& (objectClass=gmailUser) (|
(mail=postmaster@deneme.com)
(mailAlternateAddress=postmaster@deneme.com)))
under dn: ou=users,dc=deneme, dc=com

Found 1 entry:

dn: cn=Postmaster, ou=users, dc=deneme, dc=com
objectClass: top

objectClass: person
objectClass: inetOrgPerson
objectClass: gmailUser

mail: postmaster@deneme.com
uid: postmaster

accountStatus: active

mailHost: maill.deneme.com
homeDirectory: /home/postmaster
aliasEmpty: using default
gmailDotMode: ldaponly
amailUID: 82

amailGID: 82

mailQuotaSize: 0 (unlimited)

simscan test

# echo "deneme postasi buradan gecer" > /root/simscan.txt

# env OMAILQUEUE=/var/gmail/bin/simscan SIMSCAN DEBUG=2
/var/gqmail/bin/gmail-inject postmaster@deneme.com < /root/simscan.txt




simscan: cdb looking up

simscan: cdb for found clam=yes, spam=yes, spam passthru=yes

simscan: pelookup clam = yes

simscan: pelookup spam = yes

simscan: pelookup spam passthru = yes

simscan: spampassthru = yes/1

simscan: starting: work dir: /var/qmail/simscan/1241708736.758946.3647
simscan: pelookup: called with root@maill.deneme.com

simscan: pelookup: domain is maill.deneme.com

simscan: cdb looking up maill.deneme.com

simscan: pelookup: local part is root

simscan: cdb looking up root@maill.deneme.com

simscan: pelookup: called with postmaster@deneme.com

simscan: pelookup: domain is deneme.com

simscan: cdb looking up deneme.com

simscan: pelookup: local part is postmaster

simscan: cdb looking up postmaster@deneme.com

simscan: calling clamdscan

simscan: normal clamdscan return code: 0

simscan: calling spamc

simscan: calling /usr/local/bin/spamc spamc -u postmaster@deneme.com
simscan: delivering spam because spam-passthru is defined in this domain
simscan: [3646] :PASSTHRU (5.80/5.00) :6.9533g: *****SPAM* ¥ * **

(null) :root@maill.deneme.com: postmaster@deneme.com

simscan: done, execing gmail-queue

simscan: gmail-queue exited O

Cluster mimarisiyle kurulum yapildiysa tiim cluster iiyelerinin ldapmailhost , rcpthosts ve
locals dosyalar1 ayni olmalidir.

Ldap sunucudan mailhost degeri 6grenilip mail sunucuya iletim yapildiginda qmail 6nce me
dosyasina bakar ve 1dap sunucudan gelen mailhost degeri ile karsilastirir eger me
dosyasindaki domain ile ldapdan gelen mailhost ayni ise islemin yerel sunucuda
yapilacagini anlar. me ile mailhost degeri farkli ise ldapmailhost dosyasindaki sunucularla
karsilagtirma yapar ve mail hangi sunucuya aitse qmqp ile iletisimi gerceklestirir.

Bu nedenle sunucunun tam domain adi ne ise me dosyasinda aynisi olmalidir ve
ldapmailhost degerleri her {iyede ayn1 olmalidir.

Ldap sunucuda kullanict parolalarini clear text olarak kaydetmeniz durumunda outlook
hata verecektir. phpldapadmin ile md5 parolalar tanimlayabilirsiniz.

mail2.deneme.com i¢in

/var/qmail/control/me
mail2.deneme.com

/var/qmail/control/ldapmailhost
maill.deneme.com
mail2.deneme.com
mail3.deneme.com




mail3.deneme.com igin

/var/qmail/control/me
mail3.deneme.com

/var/qmail/control/ldapmailhost
maill.deneme.com
mail2.deneme.com
mail3.deneme.com

Gelen maillerin kabulii agisindan da , repthosts ve locals dosyalart ayni olmalidir.

Eger qmail-ldap cluster yapisindan kurulmayacaksa
/var/qmail/control/ldapcluster degeri O yapilmalidir.
/control/ldapmailhost bos olmali

qmgpd servisinin kurulmasina gerek yoktur.

AHMET ORHAN
ahmetorhan@yahoo.com
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