VMWARE ESXI ONLINE YEDEKLEME VE
FREENAS KURULUMU

Bilgi islem yoneticilerinin en korkulu riiyas1 giiniin birinde sunucularinin ¢ékmesi yada herhangi bir
sebep sonucu erisilemez olmasidir. Onlarca telefon kuyrukta bekler, cokmenin travmasiyla dmriiniizden
birkag yil yemis olmasina ragmen telefonda sakin sakin durumu anlatmaya calisirsiniz ..

Yazilimsal bir ¢okme ise elinizde daha 6nceden almis oldugunuz disk imajlarina giivenirsiniz ve diin
geceki yedege. Imaj1 geri getirmeniz ve yedekteki dosyalar1 restore etmeniz en iyi ihtimalle tiim giiniiniizii
alabilir. Eger ki donaniminizda bir sorun olustuysa durum daha vahimdir. Kullandiginiz server yerine bir
server temin etmeniz gerekir ve imaj dosyalarini bu servera ylikleyemeyeceginize gére(ayni donanim
olmamas1 durumunda) yeniden kurulum yaparsiniz ve active directory olan bir sistemde eger ad yedekleri de
caligmiyorsa tiim terminalleri elle tekrar domaine sokmaniz gerekir ki bu durumda birkag giin sistemi tam
olarak toparlayamazsiniz.

Cokme bir kere basiniza geldiginde aksiliklerinde iist iiste geldigini gormek pek vaktinizi almaz. Son
aldiginiz imajin ¢alismamasi, active directory system state yedeginin sorun ¢ikarmasi(kesinlikle %100
giivenmeyin). Yedeklerin ¢ok uzun siirede restore edilmesi vs..vs..

Kritik uygulamalarin ¢aligtigi sistemlerde bu tiir felaket senaryolarina karsi cluster mimarisi kurulur.
Sunuculardan birinin ¢okmesi durumunda diger sunucu gorevi devralir ve sistem kesintisiz ¢alismaya devam

eder(high availability) .

Diyelim ki 100-200 bilgisayardan olusan bir sisteminiz var ve orta 6lgekli bir kurulugsunuz.
Active/Passive cluster mimarisini sisteme kurmak istiyorsunuz, bunun i¢in iki sunucu ve Fc-SAN
donanimlarina 6deyeceginiz miktar 20-30 bin dolar arasindadir. Bu miktar birgok orta 6l¢ekli kurumun
biit¢cesini asacaktir.

Sunucularinizin ve datalarinin yedeginin alinmasini bir ¢6kme durumunda alinan yedekten herhangi
bir sunucu donanimu ile sisteminizi geri yiiklemek ve bu islemi en fazla 10 dk yapmak i¢in asagidaki yontemi

kullanabiliriz.

Mimarimiz su sekilde.




Bu mimaride vmware esxi(iicretsiz) ile sanal sunucular1 kuracagiz ve yedeklerini nas iizerine alacagiz.
Sistemin ¢okmesi durumlarda ise baska bir sunucudan nas iizerindeki server imajlarini attach ederek
sistemleri calistiracagiz. Tabiki nas tcp/ip iizerinden 1gbit baglanti ile erisim yaptigindan dosya yazma ve
okumalarda yavaglik olacaktir.

1. FREENAS KURULUMU

Freenas ile iscsi protokoliinii kullanarak bir SAN (Storage Area Network) kurulumu yapacagiz. Freenas
kurulumu yapilacak olan sunucu(ya da pc) disk okuma yazma performansi agisindan degerlendirilmeli ve
kullanilacak diskler buna gore se¢ilmelidir.

“San ve Nas kavranlari bazi durumlarda birbiriyle ortiistir hale geldi.
Ornegin freenas NAS yonetim yazilimi, iscsi ise bir SAN protokolii. Bu nedenle olusturdugumuz yap1
esasinda SAN dir.”

1. http://freenas.org/downloads adresinden uygun ortam dosyasini indirip freenas kurulumu yapalim. (Biz
uygulamamizda vmware iizerine kurduk. 120 gb sanal disk alan1 tanimladik.)

2. Freenas'a ip iizerinden eriselim. (ip adresi freenas kurulu sistemin konsolunda yaziyor).

Dosya Diazen Gordndm Gegmig Yer Imleri Araglar  Yardim
@ g C /2t | ¥ hitp://192.168.0.211/login.php
Akl YerImleri 2 En ok ziyaret edilenler P ik Adim Haberler

¥ FreeNAS X | || (Baghksiz) X

Username  admin|

Password eessses

| Login

3. Disk - Managment - Add Disk



rreeiNAS

The free network attached storage d

s A

System  Network Disks Services Access Status Diagnostics  Advanced

Disks | Manag En Add DlSk

Help

Disk | Serial number Standby time File system | status
4. Storage i¢in kullanilacak Diski se¢iyoruz.
Preformatted file system den ZFS storage pool device se¢iyoruz

rreeiNAS

The free network attached storage

System  Netwo Services Access Status Diagnostics Advanced  Help

Disks | Management| Disk | Add

Management

Disk iad3: 122380MB (VMware Virtual IDE Hard Drive/0000000 1) 1;]
Description r.hm.nn.. ELT= Sh1 ol B R NTIVESTE N 128 o e O DA e
ad3: 122880MB (VMware Virtual IDE Hard Drive/00000001)
acd0: NA (VMware Virtual IDE COROM Drive 0000000 1)
Transfer mode Auto 2

This allows you to set the transfer mode for ATAJIDE hard drives.

Hard disk standby time Always on -

Puts the hard disk into standby mode when the selected amount of time after the last hard disk access has been elapse

Advanced Power Management Disabled o
This allows you to lower the power consumption of the drive, at the expense of performance.

Acoustc level Disabled -

This allows you to set how loud the drive is while it's operating.

5.M.AR.T. [ activate S.M.A.R.T. maonitoring for this device,

5.M.A.R.T. extra options

Extra options {usually empty). Please check the documentation.

Preformatted file system ZFS storage pool device -

This allows you to cet the file system for preformatted hand disks containing data. Leave 'Unformated' for unformated ¢

Cance

5. Disks - ZFS - Virtual Device -Add Device



System MNetwork Disks Services Access Status Diagnostics Advanced Help

Add Device

virtual device

Name | size | Used | Free | capacity | Health | AltRoot

FreeNAS © 20

by Olivier Cochard-Labbe. All rights reserved.

6. Virtual Device ekliyoruz.

System MNetwork Disks Services Access Status Diagnostics Advanced

Disks | ZFS | Pools | Virtual device | Add

Management Tools Information 1/0 statistics

Name havuz

Type Stripe -

Devices ad3 (122880MB, VMware Virtual IDE Hard Drive/00000001) %8

Description 120 gn iscsi disk|
You may enter a description here for your reference,

7. Disks - ZFS - Managment - Addpool



stem  Netwo Disks Services Access Status Diagnostics Advanced Help

Datasets Configuration

Virtual device QEELELIZ= 48 Tools Information  I/0 statistics

Name havuz_disk
Virtual devices
Root
Creates the pool with an alternate root.
Mount point
Sets an alternate mount point for the root dataset. Default is fmnt.
Description

You may enter a description here for your reference.

8. Services- iSCSI Target

rreeNAS

The free netwark aftached storage

System HNetwork Disks Services Access Status Diagnostics Advanced Help

Services|iSCSI Targ

a

bt.com istgt

" |(2.9. ign.2007-09.jp.ne.peach.istgt) will append the target name that is not starting with ‘ign.".

iSCSI Target

Discovery Auth Method -
be accepted in discovery session. Auto means both none and authentication.

Discovery Auth Group
discover the targets with correct user and seaetin specific Auth Group

1/0 Timeout

f-conds (30 by defauit).

NOPIN Interval
B terval in seconds (20 by default).

Max. sessions 2

Maximum rumber of sessions holding at same time (32 by default).
Max. connections s

Manimum rumber of connections in each session (8 by default).
FirstBursti ength 65536

{SCST initial parameter (55535 by default).
MaxBurstLength 282194

ISCST initial narameter (262144 hy defalh),

9. Services-iscsi target- Portals -Add



System Network Disks Services Access Status Diagnostics Advanced Help

Services |iSCSI Target | Portal Group | Add

Settings  Targets L EIC Initiators  Auths Media

Tag number 1
Mumeric identifier of the group

Portals 192.168.0.211:3260

storage sunucular

The portal takes the form of 'address:port’. for example '192. 168, 1. 1:3260' for IPv4, '[2001:c
'0.0.0.0:3260" andfor '[::]:3260". Do not mix wildcard and other IPs at same address family.

Comment

You may enter a description here for your reference.

10 Services-iSCSI Target- Initiators -Add

System MNetwork Disks Services Access Status Diagnostics Advanced Help

Services |iSCSI Target | Initiator Group | Add

Settings Targets Portals @UTEIGGM Auths  Media

Tag number 1

Mumeric identifier of the group

Initiators ALL

Initiator authorised to access to the ISCSI target. It takes a name or 'ALL' for any initiators.

Authorised network 192,163.0,0/22

erisim denetimi

Network authorised to access to the i5CSI target. It takes IP or CIDR addresses or 'ALL' for any IPs.

Comment

‘You may enter a description here for your reference.



11.

12.

Services - iSCSI Target - Targets - Extend - Add Extend

Services | ISCSI Target | Extent|Add

IETNSC Portals  Initiators  Awuths  Media

Extent Name

extentd
Siring identher of the extent.
Type e . Disk Dosya Adi
_Type used as extent,
Path fmintfhavuz_disk/depo [:]
LEile path (e g fmnt/sharename fextentlextentl) used as extent.
File size 120 GE
Sizeufferetttortheinitiator—{opto SEIE =2383608TiB. actual size is depend on your disks.)
Comment

You may enter a description here for your reference.

Services - iSCSI Target - Targets - Target - Add Target



Services |iSCSI Target | Target| Add

IELVE M Portals Initiators  Auths  Media

Target Hame disko
Base Mame will be appended automatically when starting without 'ign.".

Target Alias

Optional user-friendly string of the target.
Type Disk -

Logical Unit Type mapped to LUN
Flags Read/Mirite (rw)
Portal Group Tagl -

The initiator can connect to the portals in gpecific Portal Group.
Initiator Group Tagl =

L The initiator can access to the target via the portals by authorised initator names anc

Comment

You may enter a description here for your reference.

Storage iextent (mnt/havuz disk/depo

The storage areg mapped to LUNU

Auth Method Auto -
The method can be accepted by the target. Auto means both none and authenticatiol

Auth Group Mone -

The initiator can access to the target with correct user and secret in specific Auth Gro
Initial Digest Auto -

The initial digest mode negotiated with the initiator.
Queue Depth o

O=disabled, 1-255=enabled command queuing with specified depth.

T e

13.  Extent ve Target Gortiniimii

Services | iSCSI Target| Target

fEUVSSl Portals  Initiators  Auths  Media

The changes have been applied successfully.

Extent

Name | Path ‘ Size
| extentd | Jmntjhavuz_disk/depo ‘ 12068 | 4
Extents must be defined before they can be used, and extents cannot be used more than once.
Target Name |ﬂags ‘ Luns ‘ PG ‘ 16 ‘ AG ‘
iqn.2010-02.abt.com.istgt:diskd | w ‘ LUND = jmnt/havuz._diskjdepo ‘ il ‘ 1 ‘ none ‘ FR

At the highest level,  targetis what is presented to the initiztor, and is made up of ane or more extents.

14. iISCSI Base name degerini degistirip save and restart diyoruz ve kurulumuz tamam.



iSCSI Target
Base Name ign. 2010-02.abt. com.istot]

i ch.istgt) will append the target name that is not stz
Discovery Auth Method Auto -

The method can be accepted in discovery session. Auto means both none and authentication.

Discovery Auth Group Mone
The initiator can discover the targets with correct user and secret in spedfic Auth Group.

Advanced settings

I/0 Timeout 30
IO timeout in seconds (30 by default).

HOPIN Interval 210
NOPIM sending interval in seconds (20 by default).

Max. sessions 22
Maximum number of sessions holding at same time {32 by default).

Max. connections a

Maximum number of connections in each session (8 by default).
FirstBurstLength 655365

ISCSI initial parameter (65536 by default).
MaxBurstLength 262144

iSCSI initial parameter (262144 by default).
MaxRecvDataSegmentLength 262144

iSCSI initial parameter (262144 by default).

iSCSI Target Logical Unit Controller

VMWARE YAPILANDIRMASI



1. Olusturdugumuz iscsi targeti vmware de ekliyoruz.

Summary  Virtual Machines ' Resource Allocation ' Performance ReGhiilsMeid-lin LUsers & Groups  Events ' Permissi

e e Storage Adapters Refresh Rescan...
Health Status Device | Type WWN |
D iSCSISoftware Adapter

- : ~
1 My | G | () iSCS Initiator (vmhba33) Properties == = |1 ]
ICHL —
Storage
: © || General | Dynamic Discovery | tatc Discovery
= @
+  Storage Adapters Sma i5CSI Properties 2

Metwork Adapter - Name: ign. 1998-0 L.com.vmware:esxi-67eabf36
Advanced Settings Detail Alias:

Software vl Target discovery methods:  Send Targets, Static Target 3 Pt

Ma

Licensed Featres isd Software Initiator Properties |
Time Configuration isd ’7 Status: Disabled |
DNS and Routing Cal
Virtual Machine Startup/Shutdown e CHAP...
Virtual Machine Swapfile Location
Security Profile WEL [ | Type Transport Capa
System Resource Allocation Fre| disk i5CsI 80,00

i5CSL Nama

-
Advanced Settings @ General Properties M
iSCSI Properties
qun.1998-01.mm.vmware:esxi-ﬁ?eabeG

ISCSI Alizs: |
[status
V' Enabled ‘
«d S !
|— Ok I Cancel | Help |
2. iscsi Initiator Properties - Dynamic Discovery — Add
i5C5I Software Adapter
~——_ : @ = T ]
@ @ 15CE] Initiator (vmhba33) Properties | = o=t
ICH1) __
& General Dynamic Discovery | Static Discovery |
@
sma Send Targets
L] Discover iSCSI targets dynamically from the following IP addresses:
Detai
iSCSI Server Address
vml |
Mg
150
is ” i
Ca @ Add Send Target Server M
View
= iSCSI Server: [192.188.0.211 ]
Fre| Port: 3260
Inheritance:
Authentication may need to be configured before a session can
@ be established with any discovered targets.
«d

. .10.2009 14:59:12




3. Iscsi Target Adaptorlerini ara.

- _—&J

i A rescan of the host bus adapter is recommended for this configuration
i change. Rescan the adapter?

Storage Adapters Refresh Rescan...
Device | Type WIWN | A
i5C51 Software Adapter
@ vmhba33 i5C5I ign.1998-01.com.vmware: esxi-67eabf36: |
ICH10 4 port SATA IDE Controller
& vmhbao Block SCSI
{3 vmhba3z Block 5CSI
Smart Array P410i

A umhhat Rlarl Cret ol

Details

vmhba33 Properties...
Model: iSCSI Software Adapter
iSCSI Name: ign. 1998-01.com. vmware:esxi-67eabf36
iSCSI Alias:
Connected Targets: 1 Devices: 1 Paths: 1
View: [Devices [Paths|
Hame Rumtmehame—— -ttt —Frpe Framsport —Capad
FreeBSD iSCSIDisk (t10.FreeB50_iSCSL DISK, 10000001 vmhba33:C0:T0:L0 0 disk iSCSI 120,00

4. Storage olarak ekle



| Summary | Virtual Machines | ResourceAllocation | Performance: [T ek . Users & Groups | Events | Permissions

Hardware View: |Datastores Devices|
1 Health Status Datastores Refresh Delete  Add Stor
—
Processors 'd T — T — " — e T ———
i (&) Add Storage [E=FEER) 3
S - - - -— -
+  Storage =I Select Type
Networking Spedify if you want to format Qew wolume or use a shared folder over the network?
Storage Adapters
Network Adapters
Advanced Settings = Disk/LUN ~Storage Type
Select Disk/LUN S =
Software Current Disk Layout LR
Properties Create a datastore on a Fibre Channel, iSCSI, or local SCSI disk, or mount an existing VMFS volume. Prope
Licensed Features Formatting
Time Configuration Ready to Complete &
DNS and Routing Network File System
Virtual Machine Startup/8 Mount a shared folder over a network connection as a datastore.
Virtual Machine Swapfile U
Security Profile
System Resource Allocati
@ Adding a datastore on Fibre Channel or iSCSI will add this datastore to all hosts that have access
Advanced Settings to the storage media.

| Status [ Deta]| [—
& ol Help <sack  [[ mext> | conel |

@ Completed

@ Add Storage
-

- e — - i == L

Select Disk/LUN
Select a LUN to create & datastore or expand the current one

] B Disk/LUN 3 Mame, Identifier, Path ID, LUN, Capacity, Expandable or VMFS Label ... = I Clear

Select Disk/LUN

J Current Disk Layout Namme [Path IO [TON | Capacty | VMFSLabel |
Properties FreeBSD iSCSI Disk (£10.FreeBSD_i...  ign.2010-02.abt.c... 0O 120,00 GB |
Formatting

Ready to Complete

L

b Help | < Back | Mext = I Cancel |

2|

Sonraki adimda Storage i¢in bir isim belirliyoruz(Orn : exsan ) ve kurulumu tamamliyoruz. Arttk Vmware
esxi sunucumuz olusturmus oldugumuz iSCSI - SAN veri deposunu /vmfs/volumes/exsan(storage ismi)
olarak gorecektir.

Yedeklerimizi bu path iizerine aldiracagiz.
Vmware esx siiriimiinde vmotion teknigini temel alarak sanal sunucu ve disklerimizi istedigimiz sunucuya

tastyabiliyoruz, ¢okme durumunda sunucular otomatik olarak storage tizerindeki imajlar1 attach ederek
calismaya devam ediyor ve fiziksel sunucular arasinda yiik dengeleme yapilabiliyor. Ancak basta da



dedigimiz gibi lisans iicretlerinin fazla olmasi ve bdyle bir yatirim yapamayacak olmamizdan dolay1 biz esxi
siiriimii izerinde ¢aligsmakta olan bir sanal sunucunun online yedegini nasil alacagimiza bakacagiz.

Esxi kurulumunun yapildigini ve sanal sunucularin kuruldugunu varsayarak devam ediyoruz.

1. Vmware karsilama ekraninda Alt+F1 e basiyoruz. (Karsilama Ekrani i¢in Alt+F2)
2. unsupported yaziyoruz

3. Parola bilgisini giriyoruz ve karsimiza konsol ¢ikiyor. (~#)

4. Online yedekleme i¢in GhettoVCB.sh scriptini indiriyoruz.

5.
~# wget http://communities.vmware.com/servlet/JiveServlet/download/8760-49-32036/ghettoVCB.sh

6.

# cat ghettoVCB.sh

(Eger ghettoVCB.sh igerisindeki satirlarin sonunda *M karakteri varsa script ¢alismayacaktir. Bu karakter
windows new line'1 tanimlar.)

7. Simdi Script i¢inde birkag kii¢iik degisiklik yapacagiz.

# vi ghettoVCB.sh
LAST MODIFIED DATE=11/14/2009
# vm sanal sunucu dosyalarinin yedeklenecegi yol. Olusturdugumuz SAN' a yedekliyouz

VM_BACKUP_VOLUME=/vmfs/volumes/exsan/vmyedek
DISK_BACKUP_FORMAT=zeroedthick

# Yedekleme gegmisi.
VM_BACKUP_ROTATION _COUNT=3

# Yedek almadan 6nce sanal makineyi kapat.
# 1=on, 0 =off
POWER VM DOWN _BEFORE_BACKUP=0

Sadece bu degisikleri yapmamiz yeterli

8. Dosyay1 ¢alistirilabilir yapalim.
# chmod +x /vmfs/volumes/deppo/ghettoVCB.sh

9. Hangi sanal sunucularin yedeklenecegi bilgisini vermedik. Bunun i¢in bir dosya olusturup yedeklenmesini
istedigimiz sanal sunucu inventory isimlerini yaziyor.
Windows 2003 Server Ent ve Freebsd 7.2 sanal sunucularimin yedeklenmesini istiyorum.

# viyedek liste
Windows 2003 Server Ent
Freebsd 7.2




10. Yedeklemeyi baglatalim
# /vimfs/volumes/deppo/ghettoVCB.sh -f yedek liste
Bu islemleri zamanlanmig gorev olarak yapmak i¢in

/ete/rc.local dosyasinin sonuna asagidaki satirlari ekliyoruz ve reboot ediyoruz. (Pazartesi-cumartesi
arasinda her gece 12 de yedek alacak)

/bin/kill $(cat /var/run/crond.pid)

/bin/echo "0 0 * * 1-6 /vmfs/volumes/deppo/ghettoVCB.sh -f /vmfs/volumes/deppo/yedek liste
> /vmfs/volumes/deppo/ghettoVCB-yedek-\$(date +\\%s).log" >> /var/spool/cron/crontabs/root

/bin/busybox crond

Eger ki, cron yerine Windows altinda zamanlanmig gorev olarak yedekleme yapmak istiyorsaniz vmware
iizerindeki ssh servisini aktif hale getirip asagidaki adimlar1 uygulamalisiniz.

1. Ssh servisini aktif hale getirmek i¢in : http://www.yellow-bricks.com/2008/08/10/howto-esxi-and-ssh/

2. http://the.earth.li/~sgtatham/putty/latest/x86/plink.exe adresinden programi indirelim

3. plink.exe dosyasini c:\ altina kopyalayalim ve asagidaki komutu ¢alistiralim. Bu sayede vmware’e ssh ile
baglanip yukaridaki yedek alma komutunu giriyoruz. Plink’in giizel tarafi ise bunu tek satirda yapabilmemiz

c:\plink.exe -1 root 192.168.0.9 -pw vmparolaniz /vmfs/volumes/deppo/ghettoVCB.sh —f
/vmfs/volumes/deppo/ghettoVCB.sh -f yedek _liste

Artik bu komutu Windows altinda zamanlanmis gorev olarak ¢alistirabilirsiniz.

Yedekleme islemi bittikten sonra baska bir sunucuya Vmware esxi kurulumu yapip, olusturdugumuz iscsi
targett ekleyebilir ve buradaki yedeklenen dosyayi attach ederek herhangi bir felaket aninda sistemin diger
sunucudan ¢aligmasini saglayabiliriz.

Yedek Sunucumuz : esxi2
esxi2 de Storage Adapter ve iscsi storage eklenmis durumda iken Freenas iizerindeki sanal sunucu dosyasini
attach ediyoruz(Add Ito Inventory) ve windowsumuz artik yeni sunucuda calistyor.


http://the.earth.li/~sgtatham/putty/latest/x86/plink.exe
http://www.yellow-bricks.com/2008/08/10/howto-esxi-and-ssh/

.
(9) Datastore Browser - [nas] s s S ——— - ——

@ B8 R R X @

Folders | Search |

[nas] Windows Server 2003 Enterprise E/Windows Server 2003 Enterprise E-2009-10-28

=g/

Eﬁ Windows Server 2003 Enterprise
: ﬂ Windows Server 2003 Enter
ﬂ Windows Server 2003 Enter

 F—— ;

1 object selected 3,85 KB

Name

m 43df40d4-dB1a49ea-ach4-18a9056611aa

Size | Type
Folder

| Path
[nas]Windows Server2003

51 Windows Sej

rver 2003 Enterorise E.vmx

By Windows Sgl

Add to Inventory

3,85KB Virtual Machine

[nas]windows Server2003

Go to Folder

Cut
Copy

Paste

Inflate

Download..
Move to...

Rename

Mew Folder
Delete from Disk

23.068.670,00 K Virtual Disk

[nas]Windows Server 2003

Kaynaklar:
http://www.freenas.org

http://communities.vmware.com/docs/DOC-8760

Ahmet orhan
ahmetorhan@yahoo.com
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